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ẉ ᶅ
Ҳ

ʣ ̑
֯ Telnet ͈

openpli.3.0.dm800se

BCM96328 ADSL Router

BCM96328 Broadband Router

BCM96328 xDSL Router

Router CLI User Access Verification

Air5450v2 login:

Hikvision login:

MX120- VoIP - AG login:

Netgear login:
TL- WR740N login:

advrdvs login:dm800se.login:
dvrdvs.login :

et4x00 login:



ẉ
/ ▀

[shogo@www9058up ~]$ telnet x. x. 243.13

Trying x. x. 243.13 ...

Connected to x. x. 243.13.

Escape character is '^]'.

openpli.3.0.dm800s

dm800se.login: root

Password: 12345

BusyBox v1.1.2 (2007.05.09 - 01:19+0000) Built -

in shell (ash)

Enter 'help' for a list of built - in commands.

Қ
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σεIoT ṐṀΥḇ ˁˁ
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ÅAVΥσΜ
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Darknet



nicter -Atlas

Atlas All 
view

Atlas 
only 
port23

Σ άtƻǊǘ но όtelenet) έ !!

Å

Å

UDP
TCP SYN
TCP SYN/ACK
TCP Other
ICMP

http://www.nicter.jp/nw_public/scripts/index.php#nicter
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root/root

root/admin

root/1234

root/12345

root/123456

root/1111

root/password

root/dreambox

ᶭὑ ⅜Ḍ

root/root

root/admin

root/12345

root/123456

admin/rooté

admin/admin

admin/362729

admin/m4f6h3

admin/n3wporra

admin/263297

admin/fdpm0r

admin/1234

root/1234

root/xc3511

root/123456

root/12345

root/root

é

guest/guest

guest/12345

admin/

root/root

root/admin

root/

root/1234

root/123456

root/1111

root/password

root/dreambox

root/vizxv

root/root

root/toor

root/admin

root/user

é.

⅜Ẁ Ḍ
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Binaries of MIPS, MIPSEL, ARM, PPC, 
SUPERH, MIPS16 are all downloaded and 
executed

DL ͈



IoT ᶅ ˗͈

ÅLinux.Moose

ÅtelnetЂ˔РІϬ►μοи˔Ќτḇ

Å ˑσṐ Ϭ βϥ

ÅProxy̓ SNS ʼσςσς

Å2015 5ὮτESETΥᵔ йЪ˔ЕϬ῝ᵫ

ÅLinux.Wifatch

ÅtelnetЂ˔РІϬ►μοи˔Ќτḇ

ÅtelnetЂ˔РІϬ ♁ΰο χЫиϳϴϯḇ
Ϭ⌡

Å2015 10ὮτЄЫрГАϼΥйЪ˔Е

ÅGithubτЊ˔ІЀ˔ЖΥ῝ᵫήϦϥ



IoT ᶅ

ÅMirai

ÅtelnetЂ˔РІϬ►μο500,000ӟ χIoTṐṀτḇ

Å ψ

Å23/TCP̓ 2323/TCPϒІϺар

Åꜝ ῼὢ

ÅІϺар IPϯЖйІρTCPЄ˔ϾрІ ‹Υ
ԁ

Å ʼwindowЂϱЇʼ Ъ˔ЕψжрЍЭ
ˢ ˣ

Å2016 9ὮτAnna-senpaiρ ϥ ΥHackforums
τЊ˔ІЀ˔ЖϬ῝ᵫˢζχῇGitHubτϜ῝ᵫˣ



˲ ˳Anna -senpai ρψ
ÅϯИЮʿˮᴞКЌρΜΞᵵ Υ ∕ΰσΜ ἔσ
ᵦ˯

Å2015 7ὮϢϤ9ὮϘπ

ÅATXs ϯИЮ ЎарКиˣ

Å ẰMX



The Attacker may be very OTAKU (Comic fanatic).
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ʾᾍꜘ
-ARM
-ARM7
-MIPS
-PowerPC
-SH4
-SPARC
-X86

DDoS
ʾKrebs on Security

ˢ16/9/20ˣ

-AkamaiЂ˔РІ

ʾDYNּזDNSЂ˔Н

(16/10/21)

-Netflix
-Twitter
-Amazon
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(DNS Water Torture Attack)
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DNSȳɶɎ
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IoT ᶅ DDoS



Size of attacks Arbor networks observed

Infected device Ips observed by IotPOT 2016/8/1 - 8/22

100Gbps+

The matching result is provided by Arbor NetworksASERT Japan
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openpli.3.0.dm800se

BCM96328 ADSL Router

BCM96328 Broadband Router

BCM96328 xDSL Router

Router CLI User Access Verification

openli 4 et4x00

Air5450v2 login:

Hikvision login:

MX120- VoIP - AG login:

Netgear login:

TL- WR740N login:

advrdvs login:

dm800se.login:

dvrdvs.login :

et4x00 login:

Ϸ ᶅ Telnet (͈П )



ʫ ʴ ᶅ Џ
Censys ( Ẏἶ)

ӧʠ̏



Other vulnerabilities?



Å ẉ DVR IP 3 ᶅ
ר▀ ѝ

ᾛ
ʤ ʥ

ÅDVR ὑ ר▀

DVR DVR ὑ
DVR.cfg ʣ ֝♬֯ [7]ר▀

Å ὑ Ἥ᷀ ר▀

ʴᶮ ᶅ
53413/UDP ̑ ὕ ֯ [8]ר▀

Å ʣ ֯ IP

ʣ ֯ IP Ḹ
Web insecam[9] Ἥ᷀

Telnet̊ Ẇ

[7] RAID7, Multiple DVR Manufacturers Configuration Disclosure. [Last visited: 2016/01/28]
https://www.rapid7.com/db/modules/auxiliary/scanner/misc/dvr_config_disclosure
[8]ЕйрЖЫϱϼкЈϺвзГϰУкϽ, UDPЪ˔ЕϬᵫ ΰθ τβϥNetis и˔Ќτ ∕βϥ

ἇ›Ϭᶎ . [Last visited: 2016/01/28]http://blog.trendmicro.co.jp/archives/9725
[9] Insecam.com, Network live IP video cameras directory. [Last visited: 2016/01/28].http://www.insecam.org/
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ὕ

SCIS 2017

ЀЫрЖτϢϥЄІГЭ™Ṟ ︠ ᾛτϢϥ™Ṟ Ῥ ᴻ χ ᾕ

IPϸЮжA (ARM) 10/10 10/10 10/10 *

ФзрЌ˔B
(ARM)

8/8
θιΰЫиϳϴϯТϮϱиψ

⌡ ήϦσΜ

8/8
θιΰЫиϳϴϯТϮϱиψ

⌡ ήϦσΜ
8/8 *

и˔ЌC
(MIPS)

12/12 12/12 12/12 *

Wi-FiІЕй˔Ѕ D 
(MIPSEL)

11/11 11/11 *

Wi-FiІЕй˔Ѕ E 
(MIPSEL)

11/11 11/11 *

Wi-FiІЕй˔Ѕ F 
(MIPSEL)

12/12 12/12 *

־ Ṑ
G(SH)

6/8 8/8 8/8

⌠τϢϤἄ τ ῞ΰθᾁ / ⌠ΰθЫиϳϴϯᾁ

χТϮϱиЄІГЭψḇ χ τ Ϥ
ӂ ФкЈІρ ῼὢΥ ♁ΰθθϛἄ ῞ρϙσΰθ

rebootЀЫрЖΥ τ ⌠δγ

2νχᾁ πψʺḇ ῇTelnetкϽϱр
Υ ᴦρσμθθϛἄ πΦγ

* : ἄ τ ῞ΰθΥṐṀχ ṍ ψ ṍ τ μοΰϘμθ

ᶅ ʺ П Ҳ
›ḹї ⱥϷ ̸ ֯

ʺ П Ҳ ᶅ ὑ
ѧ ֯



♥ П ὑ

Å ♥ ԍᶦ ᵎ ὦ П זּ

Å ὕ ♥ ֺ ᶅ П

1.IoTṐṀτ βϥ
Telnet ϬḢ

2.ЫиϳϴϯΥЍϳрк˔ЖήϦ
ήϦθⱲʼḇ“ם ρ

3.ḇ ϘπχὊᵃⱲḧϬṜ
ΰṐṀϬ™Ṟ

ὑ



1ᵕ 2ᵕ 3ᵕ ỡ

IPϸЮжA
48ⱲḧὊᵃΰοϜḇ
δγ

ФзрЌ˔B 15ѝ24 16 40 24ѝ57 19 0

и˔ЌC 38 3 55 58 1 50

Wi-FiІЕй˔Ѕ D
30 1 8 14 5 30

14 35

Wi-FiІЕй˔Ѕ E 18ѝ59 73ѝ3 49ѝ25 47 9

Wi-FiІЕй˔Ѕ F 8 57ѝ49 47ѝ22 37ѝ47

־ ṐG 1 46 5 59 9 5 35

IP A 6 ᶅ 38 73ѝ

3ᶥ ὑ ₳᷈ П 1 ̊К
ᾍ ᶅ

Telnet τ3ᵕﬞ βϥρ30 кϽϱр ᴦρσϥ
ṐṀχṐ τϢϥֲốιρ―ΠϣϦϥ



ʥ Telnet

Å̊ ʤ 3 ὑẀ ʥ Telnet

Å Ẁ

Åiptables ὑẀ 23/ tcp ͬ ב

ÅTelnetd α

Å 3 IoT ᶅ ᾍ ὕ ֯ ὕ



Å
ОІм˔Ж  

iptables χ  τϢϥ
23/ tcp χả Telnetd ФкЈІχ ♁

IPϸЮжA
˷

ЀЫрЖ ΰ
˷

ЀЫрЖ ΰ ̓

ФзрЌ˔B ̓
˷

ЀЫрЖ ΰ

˷
rootг˔ЃπσΜθϛʼ
ФкЈІϬ ♁πΦσΜ

и˔ЌC

˷
ЀЫрЖ ΰ

̓
˷

Telnetd ФкЈІ ♁ῇʼ
ⱲФкЈІΥ ṑβϥ

Wi-FiІЕй˔Ѕ D ̓ ̓ ̓

Wi-FiІЕй˔Ѕ E ̓ ̓ ̓

Wi-FiІЕй˔Ѕ F ̓ ̓ ̓

־ ṐG
˷

ЀЫрЖ ⌠ΰσΜ
˷

ЀЫрЖ ΰ
̓

ᴦ☼ם:̓ ☼ם:˷ ᴦ
ὕ ̓ ᶅ ʣ 3
Кᾜ 1 ὕ ֯

ὑẀ ᶅ П Ҳ
֒ ᾍ Ѽ

ʥ Telnet ὕ



Åẉ IoT ᶅ ӓ DoS
ὕ ᾽ ԍᶦ

Å ᵂ Ẏ ΉIoT ᶅ
ᵂ ♅

Å ▀ IoT ᶅ ͜ ᶅ
ὑ₡ ὕ

ⱳ



IoT ᶅ ў
ὕ

IoTIoT

IoT IoT



IoT ͪ ׄ ˹♥ ᾽

1)ḇ IoTṐṀχ σḢ Ṑ χếᴟ
ˢḢ ρ ˣ

2)ḇ IoTṐṀχθϛχЈϺвзГϰ χ ☼ם├
ˢЊТЕϳϴϯʺТϮ˔ЭϳϴϯχϯАФД˔Е
ϜḯϚˣ

3) ⁯∑/⁯ ᴟχ
ÉISO/IEC JTC1/SC27, SC41, ITU-T SG17

ÉIoTsecurity guidelinesχṛᶊᴟ

ÉIoTsecurity requirementsχ
(IoTcertificationˢṐṀ ˣτὌΥϥ)
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